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1 Minimum and Recommended System Requirements

Minimum requirements:

Relatively recent Operating System (e.g. Windows XP or 7, or equivalent)

Office tools (e.g. MS Office support MS Word, MS Excel, or equivalent)

Email client (e.g. MS Outlook, or equivalent) with access to the end-user's
mailbox

Browser: Internet Explorer (11 or higher), or Firefox (40 or higher), or Opera /
Chrome / Safari (latest)

Session Cookies: enabled

Window Resolution: 1024 x 768

PDF viewer (e.g. Adobe PDF Reader, or equivalent)
Compression/decompression software (e.g. 7zip, winrar, or equivalent)
JavaScript enabled, for full end-user experience

Access to the Internet through HTTP/HTTPS

A valid e-mail address

Pop-up blockers disabled

Recommended requirements:

Windows 7, or above

MS Office 2003, or above

Email client (e.g. MS Outlook, or equivalent) with access to the end-user's
mailbox

Browser: Internet Explorer (11 or higher), or Firefox (45.0.1 or higher)
Session Cookies: enabled

Window Resolution: 1024 x 768

PDF viewer (e.g. Adobe PDF Reader, or equivalent)

JavaScript enabled, for full end-user experience
Compression/decompression software (e.g. 7zip, winrar, or equivalent)
Access to the Internet through HTTP/HTTPS

A valid e-mail address

Pop-up blockers disabled

01,/02/2021

End-user Administrator Manual_v1.0 (1).docx Page
10 of
104




) E;’;}DPEA MICS Nigeria States- Framework Contract for SaaS e-Procurement Solution
VWF\ Error! Unknown document property name.

2 E-Bidding Functionality

21 General Usage Guidelines

The procurement modules of the e-GP system will provide the following common
navigation behaviour/functionality:

Tabular display. Any data displayed in tabular format will have a header which helps
the user to navigate.

SEARCH RESULTS
10 ¥ |Results per page | [}
Bids Submission Notice Publication Estimated Total
#  ProcessNo av PE[S] Info  Deadline .~ Procedure a= Status u» PDF Date sv Contract Value
Figure 1: Example of a table header
The arrows =¥ are used for sorting the results (in ascending/descending order) by the
B

corresponding field. The button - is used to hide/ show a number of fields in the
table.
Any search query or list, with more than a page of results, will include the following
navigation buttons.
Table 1: Pagination options

n First Page

n Last Page

Previous Page

Next Page
The following buttons are also widely used within e-GP.
Table 2: Additional options

5 Calendar Button. Selecting this button opens a calendar enabling the user to select a
Q Search Button. Selecting this button opens a searching window enabling the user to

| Clear Button. This button clears the selection of the user

2.2 The Process Menu Functionality

During the creation and manipulation of a Process, the Process Menu contains all
available choices to the user. The Process Menu is collapsed by default.

01/02/2021 End-user Administrator Manual_v1.0 (1).docx Page
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Figure 2: The Process Menu (collapsed)

If the user selects the Process Menu, it will be expanded to show all available
functionalities. The user can select any of the provided functionalities.

View Process

Create Complaint

EC declaration responses
Associated Officers
Process Documents
Interested Providers
Clarifications

Workflow

Process Structure

Figure 3: The Process Menu (expanded)

Selecting the Process Menu, again, will collapse it (Figure 2).

2.3 Main Page

Information Menw

01/02/2021 End-user Administrator Manual_v1.0 (1).docx Page
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231

Figure 4: Main page

The main page of the e-GP system consists of the following elements:

Top column, which contains the Login panel, Homepage Panel and Search option
Panel.

Central column, which contains general information regarding the system, the
Providers and the users of the Procuring and Disposal Entity. Furthermore, it lists any
uploaded news about the system usage.

Bottom column, which contains the Information menu panel, helpful links and
functionalities which are available within all pages of e-GP.

The following are the most important sections within the main page.

Login Section

Login

o

Username:

Password:

LOGIN

@ Forgot your password?

For security reasons, please log out and exit your web browser when you
are done accessing services that require authentication!

Figure 5: Login panel

In this section, functionality is provided to enable all users (Procuring and Disposal
Entity, Providers and Administrators) to login in the system providing that they use
the correct credentials (username and password). Furthermore, functionality to recover
a user’s password is included.

01/02/2021 End-user Administrator Manual_v1.0 (1).docx Page
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2.3.2 Search Section

Quick Search Options Qiick Search
E—

Select

@, Advanced Search
Processes

Organisation [ Current Processes

oS Advanced

Contracts Search

APDP Current
Processes

Figure 6: Search panel

The users can use this section to search for Processes, Organizations, Users, Contracts

and Annual Procurement and Disposal Plan entries. Advanced searching functionality,
) @ Advanced Search . . . .

(by selecting the button) is also provided (Figure 6). Finally,

the users also can search for Current Processes.

24 Login to the System

All users of the e-GP module should have an appropriate user name and password. In
order for a user to login to the system, he must provide his credentials in the login
section of the main page:
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Login

Username:

Password:

LOGIN

@ Forgot your password?

For security reasons, please log out and exit your web browser when you
are done accessing services that require authentication!

Figure 7: User login

If the user provides incorrect credentials (either user name or password) an error
message will be displayed, informing the user regarding the remaining failed attempts:

Login

o

Invalid credentials. The total number of allowed failed attempts is 10

Username:

Password:

| |

@ Forgot your password?

For security reasons, please log out and exit your web browser when you
are done accessing services that require authentication!

Figure 8: Wrong credentials
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If the user provides an incorrect password for a username more than 10 times, his
account will be temporally locked and a message will be displayed.

Your account is temporarily locked.

Please try again |ater.

2.5 Login to the System for the First Time

The following steps are available, when the user logs in to access the e-GP services for
the first time.

As a first step, the user will have to provide the transaction number (which is received
by email after his successful registration on the platform):

You have successfully completed the Registration process on e-GP.
A document confirming your registration details is attached.

Please ensure that you also keep a separate note of your e-GP password.

Once your Registration has been approved, you will receive another email telling you that the Registration
Process has been successfully completed.

When you receive that email, please log in to e-GP from the link below to verify your account.
You will require the username and transaction number shown below, along with your password.
https://niger-demo.eurodyn.com/epps/home.do

Your username is:
Your registration transaction number is:

Instructions for using e-GP can be found by clicking on the 'User Guides' link at the top of the homepage.
Please ensure you read these instructions before downloading any tender documentation or submitting a
bid.

If you require further assistance at any stage, click on the 'Contact Us' link at the top of the homepage.

DO NOT DELETE THIS

IMPORTANT: All actions within e-GP will be recorded for auditing purposes.

This email and any files transmitted with it are confidential and intended solely for the use

of the individual or entity to whom they are addressed. If you have received this email in error
please notify the e-GP manager. This message contains confidential information and is intended
only for the individual named. If you are not the named addressee you should not disseminate,
distribute or copy this e-mail. If you have received this e-mail by mistake delete this

e-mall from your system. If you are not the intended recipient you are notified that disclosing,
copying, distributing or taking any action in reliance on the contents of this information

is strictly prohibited.

Please do not reply to this mail.

Figure 9: Confirmation email received during registration.

After providing his user credentials, the user is requested to provide the transaction
number received during the registration:
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Transaction Number

© An error has occurred:
= Your application is currently being processed. You will receive an email informing you when your application has been approved.

IDENTIFICATION NUMBER

Please, enter the transaction number you received by e-mail *

SuBMIT RESEND CONFIRMATION

Figure 10: The transaction number
If the user has misplaced the e-mail with the transaction number, it can be resent to the
RESEND CONFIRMATION

registered e-mail address by clicking on the button.

Finally, the user is prompted to read and accept the System User Agreement:

Accept Agreement

Please read below User Agreement (‘license’) carefully before using the system.
By using the system, you are agreeing o be bound by the terms of this license.
If you do not agree to the terms of this license, do not use the software. If you do not agree to the terms of the license, please decline the agreement.

Nigeria eGP Terms and Conditions

ACCEPT REJECT

Figure 11: Confirmation of the user agreement

After the acceptance of the agreement, the user is requested to edit/change his
password.
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Edit Account

'Q An error has occurred:
= Please change your password

Username User Role *

First Name Last Name *

Password Re-enter Password

Password Rules

Email * Phone Number
376 (AD) [v

Country *

Nigeria v
Sireet Address User designation/Position
Mobile Phone Number Fax

376 (AD) |~ 376(AD) |

Receive logon notifications O

Status

Active

CANCEL m

Figure 12: Change the password functionality

2.6 Log Out from the Platform

The user can exit the e-GP services by selecting the “Log Out” functionality:

! Loooed in as:

Last loginon :

# Edit Profile

= Log Out

Figure 13: Logout functionality

2.7 Password Recovery

The user can recover his password from the “Forgot your password” functionality
(Figure 5) available from the login page.
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Forgot your password?

Insert your username and instructions will be sent to your email provided to the system.

Username *

CANCEL SEND

Figure 14: Password recovery/change

If the provided details are valid, the system sends an email to the associated address,
containing a transaction number and a unique generated access link:

e-GP Platform - Password Reset Instructions
New password for user: , with full name
Go to the following link and insert new password with transaction number.

You can access the new password section through the following link:
prepareResetPassword.do?

Your registraticn transaction number is:

If you require further assistance, refer to the User Guides link or click on the Contact Us link at the
top of the homepage
EE S R R R R R S R S R R R RS

IMPORTANT: All actions within e-GP will be recorded for auditing purposes.

This email and any files transmitted with it are confidential and intended solely for the use

of the individual or entity to whom they are addressed. If you have received this email in error
please notify the e-GP manager. This message contains confidential information and is intended
only feor the individual named. If you are not the named addressee you should not disseminate,
distribute or copy this e-mail. If you have received this e-mail by mistake delete this

e-mail from your system. If you are not the intended recipient you are notified that disclosing,
copying, distributing or taking any action in reliance on the contents of this information

is strictly prohibited.

Please do not reply to this mail.

she o ok sk o sk o o ok ook ke ok ook o e sk ok o ok ok ook ok sk ok ok ok ok o ol o ok ool ok ok ook ke ok o ook ok ok ok ook ok ok sk ko ok ok ok ok sokok ok

Figure 15: Email containing a registration transaction and unique access link

In order to reset the password, the user accesses the displayed link. To trigger the
password reset functionality, the system requires the user to provide:

Username

New password

Password confirmation

Transaction Number

Secret question response
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Reset password

Password: * @

Re-enter Password: * @

Please, enter the transaction number you received by e-mail: *

Resend Confirmation

Secret Question: *

Secret Answer: *

RESET FINISH

* Fields with asterisk are mandatory

Figure 16: Resetting the password

2.8 Maintenance of User’s Profile

After successful authentication the user can edit their profile by selecting the “Edit
Profile” functionality accessible from the left menu.
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Figure 17: Edit User’s Profile

The password should follow a specific configuration. To view the password rules the
user should click on the link “Password Rules” (Figures Figure 17 and Figure 18).

The password configuration rules consist of:
Letters (upper case/lower case) allowed to be used
Numbers allowed to be used

Characters allowed to be used

Allowed login failures

Password lifetime

Password length (min/max)

Password history
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Figure 18: Password Configuration Rules

In case the password does not follow the password configuration the following
message appears.

0 Anemor s occured

D: <m et ke aze han Bk
v FRSEOD (2N N0t D2 235 Than o Charec

2.9 XLS File Format Support

Al XLS files uploaded to the e-GP system must abide to the Microsoft Office Excel 2003
format.
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All XLS files must abide to the Microsoft Office Excel 2003 format.

Users that have later versions should save their files in 2003 format (Save as type
and select the option “Excel 97-2003 Workbook”).

2.10 XLS File Upload Validation

Every time a new XLS file is uploaded onto the e-GP system, the system performs
validation checks to ensure that the uploaded file abides to the pre-defined template
for the upload. There are several different templates supported by the system, namely:
e Annual Procurement and Disposal Plan XLS
¢ Evaluation Report XLS

Whenever an invalid XLS file is uploaded onto e-GP, the system will either present to
the end-user the reasons for not accepting it (e.g. invalid format), or will grant the end-
user access to download an Error Report XLS, which details the precise reasons for
rendering the XLS invalid.

2.11 Searching Functionality

The e-GP system provides both Simple and Advanced search mechanisms. Both
functionalities allow searching for Processes, Organisations, Users, Contracts
(available only to SA users) and Annual Procurement and Disposal Plan entries.

2.11.1 Simple Search

The simple search functionality covers searching for available Processes, registered
Organisations, registered Users and published Annual Procurement and Disposal Plan
entries.

Simple search queries are performed by:
e Selecting the type of searching (Processes, Organisations, Users, Contracts, and Plans)
from the selection list.

e Providing the full name of the required record or part of it using the “*” wildcard.
e Selecting the button “Search”, with the magnifying glass.
The results, if any, are then presented in a tabular form.
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Figure 19: Simple search for Process

2.11.2 Advanced Search

The advanced search functionality enables searching for Processes, Organisations,
Users and Provider Profiles, Contracts and Annual Procurement and Disposal Plan
entries. In addition, the functionality supports searching Organisations that fulfil a
specific provider profile. In order to perform an advanced search query, the user
should:

e Select the type of the search by using the appropriate button

e Provide information in one or more fields (use of * wildcard is also enabled).

e Select the button “Search”

For further information on each criterion select the respective info icon L
The results, if any, will be presented in a tabular form.

01/02/2021 End-user Administrator Manual_v1.0 (1).docx Page
24 of
104



Nigeria States- Framework Contract for SaaS e-Procurement Solution
Error! Unknown document property name.

Advanced Search

Process Organsacon User Provider Profies Cormact Arral Procurement & Dasposel Plan

Tite Arnusi Plan Relerenced
Name of Proourieg end (vaposing Enany) Funding Source
Latect hundieg saurce
Process Sustus() Pocess TypeD
Sl By TS Lebect Process Type

Procurement Disposal TypeO Procedused)

Seloct Procuaement, Daposal Type Laiect Proceaae
B subewasion deadine date) Descrptond)
#rom M ()

Maximum chacaciens: S000X

UNSPSC Coten) Estrnate Amount()

Qa s M Max
£ Opere Dated
from M T ()

Figure 20: Advanced search for a Process

In order to search for an organisation, the user needs to first provide the organisation
type (Procuring Entity/ Provider).

Advanced Search

Process I Organisation | User Provider Profiles Conract Annual Procurement & Disposal Plan

Type: O Provider @® Procuring and Disposing Entity

Mame of Procuring and Disposing Entity PDE Code
Country

All ~
City Address

CANCEL RESET SEARCH

Figure 21: Advanced search for a Procuring and Disposal Entity
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Advanced Search

Process | Organization User Provider Profiles Contract Annual Procurement & Disposal Plan

Type: ® Provider O Procuring and Disposing Entity
Organisation Name

\
Country of Provider

All

City

Phone Number

UNSPSC Codes

Address

Email

CANCEL RESET SEARCH

Figure 22: Advanced search for a Provider organisation

In order to search for a user, the organisation type (Procuring Entity or Provider) must

also be selected.

Advanced Search

Process Organisation | User | Provider Profiles Contract Annual Procurement & Disposal Plan

User's type of organisation: © Provider @ Procuring and Disposing Entity O Administrator

First Name:

Usemname:

Organisation Name:

Last Name:

Email:

Country:

Nigeria s

CANCEL RESET SEARCH

Figure 23: Advanced search for Procuring and Disposal Entity users
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Advanced Search

Process Organisation | User Provider Profiles Contract Annual Procurement & Disposal Plan

User's type of organisation: ® Provider O Procuring and Disposing Entity O Administrator

First Name: Last Name:
Usemname: Email:
Organisation Name: Country:
Nigeria B

CANCEL RESET SEARCH

Figure 24: Advanced search for Provider users

Advanced Search

Process Organisation | User Provider Profiles Contract Annual Procurement & Disposal Plan

User’s type of organisation: & Provider & Procuring and Disposing Entity ® Administrator

First Name: Last Name:

Usemame: Email:

CANCEL RESET SEARCH

Figure 25: Advanced search for Administrator users

Annual procurement and disposal plan entries can be filtered by any combination of
the publication date, the procurement type, the procurement method, the UNSPSC
code or the procuring entity.
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Search for Annual Procurement & Disposal Plan

Process Organisation User Provider Profiles Contract Annual Procurement & Disposal Plan

From Publication Date

To Publication Date

From Submission Deadline/Opening Date
To Submission Deadline/Opening Date
Subject:

Process Type:

-Select Process Type- ~
Category:

-Select Contract Type- e

Procurement or Disposal Method:

-Select Procedure Type- e

Source of Funds:

-Select Fund Type- e

UNSPSC Codes:

Procuring and Disposing Entity:

Q &

CANCEL RESET m

Figure 26: Advanced search for an annual procurement and disposal plan entry

Contracts can be filtered by Contract Title, Number or its status.

Advanced Search

Frocess Organisation User Provider Profiles | Contract | Annual Procurement & Disposal Plan

Contract Title: Contract Number:

Status: ® Active O Expired

CANCEL RESET SEARCH

Figure 27: Advanced search for contracts

2.11.3 Current Processes Search

In order to view the latest processes published within the service, the user can click on
the “Current Processes” link, as depicted in Figure 28. This will automatically present
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the list of the latest processes that are available to the user (depending on his/her access
rights).

@, Advanced Search

(3 Current Processes

Figure 28: Current Processes search

2.12 Procuring and Disposal Entity Management

2121

SA users can perform the following management activities for the procuring entities
registered within the system:

Register PDE

Edit PDE details

View the users registered within the procuring and disposal entity

Add new users in the procuring entity

Edit user’s details

Register PDE

SA user clicks on the respective link under “PDEs/Providers” menu in order to
proceed with the registration of a new procuring entity.

PDE=s/Providers ~

Reqgister PDE

f Reqgister Provider
Figure 29: Register PDE
SA must fill in all mandatory information and click “Next”. The SA will also need to

create the first user of the PDE (i.e. the PDEA user). The SA user is in position to select
the parent entity of a PDE during PDE registration.
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Register PDE

STEP 1: ORGANISATION DETAILS

PDE Name PDE Code

PDE Type *

-Select PDE Type- ~

Has Parent (1

Department * Street Address *
-Select Department- v
PO Box Postal Code *
City
Country * Email
Nigeria e
Latitude Longitude
Phone number 1* Phone number 2
376 (AD) e 376 (AD) e
Fax Website
376 (AD) s
Can create FA? Compliance Monitoring No

Initiate the APDP No

CAMCEL RESET m

Figure 30: Register PDE - Step 1
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PDE Administrator Details

PDE ADMINISTRATOR DETAILS

First Mame * Last Name *
Username * Email *
Password * Re-enter Password *

Drepartment * User designation/Position
-Select Department- e

Physical Address * PO Box

Postal Code

City Country *

Nigeria ~

Phone Number Mobile Phone Number 1
376(AD) 376 (AD)

Mobile Phone Number 2 Receive logon notifications [
376 (AD)

Secret Question Secret Answer *
Select v

CANCEL BACK RESET

Figure 31: Register PDE - Step 2

SA fills in all mandatory information and clicks “Create”.
In order to manage the details of a Procuring and Disposal Entity, the SA needs to use
the searching functionality to find the Procuring and Disposal Entity of interest.
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View Organisation

EDIT ORGANISATION DEPARTMENT MAMAGEMENT  VIEW USERS ADD USER

PDE NAME:
PDE CODE

PDE TYFE:

HAS PARENT:
PARENT ENTITY:
DEPARTMEMNT:
STREET ADDRESS:
PO BOX:

POSTAL CODE:
CITY:

COUNTRY:
LATITUDE
LONGITUDE:

EMAIL:

PHOME NUMEER 1:
PHOME NUMBER 2:
FAX;

WEBSITE:

STATUS:

CAM CREATE FA?:
COMPLIANCE MONITORING:
INITIATE THE APDF:

REQUISITION THRESHOLD:

VIEW ALL PUBLISHED NOTICES
Figure 32: Management of Procuring and Disposal Entity details

2.12.2 Edit Organisation Details

Selecting “Edit Organisation” allows the SA to edit the organisation’s details.
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MOUEE DWW USRS

PDE Mame PO Codg

PDE Type

Haz Parent

Crmparirmesnt Eoreet Address
O Do Pogtsl Code

o

Comarsiry Lrruas

Lptiade ]
P Siavbes | Phuitet fimiber 2
Fas Webaine

Ca orete FA?
Campliance Monitoring nitiate T APDP

Requinition Threshobkd (HGH

Figure 33: Editing Organisation details

2.12.3 View the Users Belonging to the Procuring and Disposal Entity

Selecting “View Users” functionality allows the listing of all the users registered within
the selected procuring entity.

01/02/2021 End-user Administrator Manual_v1.0 (1).docx Page
33 of
104



) é;?}oPEA MICS Nigeria States- Framework Contract for SaaS e-Procurement Solution
VMMF\ Error! Unknown document property name.

View Users

Results per page | Displaying all 4 matches.

First Name -~ Last Name «= Organisational Role ~~ Country «= Status -~

Active

Active

Active

Active

Figure 34: Display of users belonging to the procuring and disposal entity.

The name, the role and the current status (active, inactive, deactivated, etc) of each user
are displayed.

The following user roles are supported:

PDE Admin (PDEA): Such a user will be responsible to edit the PDE
information as well as the PDE user management.

Accounting Officer (AO): Assigned to leading officers of a PDE. Such a user
has access rights to manage the PDE and its users and has increased visibility
on process details (i.e. evaluation reports and award etc.).

Head of Procurement & Disposal Unit (HPDU): Such a user has similar access
rights to the AO and acts as the leader of the Procurement & Disposal Unit
(PDU).

Head of Department (HD): Such a user will be responsible to consolidate the
APDP of his Department and approve the requisitions before being submitted
to the Accounting Officer.

User Department (UD): This is the Department User

Procurement Officer (PO): Assigned to officers that do not require the highest
level of access. These form a “pool” of officials that may be associated with a
specific procurement for performing specific activities. Such users can only be
located in the Procurement & Disposal Unit.

Head of Finance (HF): To confirm funds availability to procure during the
initiation stage.

Resident Due Process Committee Member (RDPCM): Assigned to current
members of the Contracts Committee. Such a user will be responsible to
announce his decision within the system in case of online Contracts Committee
Approval. The RDPCM users will have view only access to the processes of
their PDE

Resident Due Process Committee Secretary (RDPCS): This user will upload CC
minutes and decisions on behalf of the Contracts Committee in case of offline
Contracts Committee Approval. The RDPCS user will have view access only
to the processes of his/her PDE

Legal Officer (LO): Such a user can only be allocated the Contract Reviewer
role for processes in his/her own Procuring & Disposal Entity.
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e Internal Auditor (IA): Such a user can only be allocated the Auditor role for
processes in his/her own Procuring Entity.
The following roles are only available when the "Performance Monitoring" flag is set
for the Procuring & Disposal Entity:
e Head of Performance Monitoring (HPM): Such a user is responsible to
associate PMO users on any process in the e-GP.
e Performance Monitoring Officer (PMQO): Such a user can be allocated the
Auditor role on any process in the e-GP.
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2.12.4 Add a New User in a Procuring and Disposal Entity

The SA can insert a new user in a particular procuring entity by providing all of the
following details.

Add User
Frety ey Role
e pde P ————
Frgt Name Last Name
Uermuame Ermad
Pasrword Fe-prher Pasrword
Crpartmend Ly deigrartion, Pasition
SETY W —
Plrysecal Addeess Pl Bhoe
FPostal Code
Consrrry Fhoees Husmiber
Mokl Phoss Hismiser | Medle Phome Husmiber 2
Ciry - Fln..r:ﬂ-:-:.d;lrl il atong
Surcard Justion Sarcart AT

Figure 35: Insert a new user in a procuring and disposal entity

2.12.5 Edit User’s Details

The SA can edit the details of a specific user except the username.
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Edit Account

Usemame

First Mame *

Department *

Email *

Country *

Physical Address *

Postal Code

Mobile Phone Number 1

376 (AD) ~

City

Status
Active

Valid From

* Fields with asterisk are mandatory

Download latest Java version from

User Role *

I M
Last Name *

|

User designation/Position *

v L

Phone Number
376(AD)
w
PO Box

Mohile Phone Number 2
376(AD)

Receive logon notifications (]

Valid To

CANCEL

Figure 36: Editing user details

2.12.6 Logon Notifications

The SA can modify a user account to enable the user to be notified by e-mail whenever
their credentials are used to login to the e-GP system. This is accomplished on the Edit
Profile page by selecting the checkbox to enable login notifications.
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Edit Account

Username

First Name *

Department *

Email

Country *

Physical Address *

Postal Code

Mobile Phone Number 1

376 (AD)

City

Status

Active

Valid From

* Fields with asterisk are mandatory

test Java versicn from h

Download |z

User Role*

Last Name *

User designation/Position

Phone Number

376 (AD)  ~

PO Box

Mobile Phone Number 2

376 (AD) -~

I Receive logon notifications & I

Valid To

CANCEL

Figure 37: Logon notifications

When the SA enables/ disables the flag for a particular user, the user receives an e-mail
notification that their profile has been modified.
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Your account on e-GP has besen modified by the administrator to
enable/disable logon notifications.

You can view your profile by clicking on the link below:
[ |

If you require further assistance, click on the "Contact Us* link at the
top of the homepage.
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IMPORTANT: All actions within e-GP will be recorded for auditing purposes.
This email and any files transmitted with it are confidential and intended
solely for the use

of the individual or entity to whom they are addressed. If you have
received this email in error

please notify the =-GP manager. This message contains confidential
information and is intended

only for the individual named. If you are not the named addressee you
should not disseminate,

distribute or copy this e-mail. If you have received this e-mail by
mistake delete this

e-mail from your system. If you are not the intended recipient you are
notified that disclosing,

copying, distributing or taking any action in reliance on the contents of
this information

is strictly prohibited.

Plezase do not reply to this mail.

RS R S Ry R R S R Ry R A R R R R R R R AR RN

Figure 38: Logon notifications administrator action confirmation e-mail

2.13 Unlocking User Accounts

When a user attempts to login to the system using wrong credentials for more than 10
times, the user account is automatically temporarily blocked, although his status
remains active.

The first step in the activation procedure is to search for the de-activated user (Figure
39). The column “Status” will display the status of the user.
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View Users

Results per page | Displaying all 6 matches.

# First Name -+~ Last Name «~

1

2

o

Organisational Role «~

Figure 39: Account activation for a user

Country «=

€« ¢« 2 »

Status <~ Actions
Active #
Active P

,
Active P
Active #
Active #

Add User

The SA should select the link in the column “First Name” to preview the user’s details

(Figure 40).

View Account

USERNAME:
USER ROLE:
FIRST NAME

LAST NAME:

DEPA NT:

USER DESIGNATION/POSITION
EMAIL

PHYSICAL ADDRESS:

PO BOX:

FOSTAL CODE:

CITY:

COUNTRY.

PHOMNE NUMBER:

MOBILE PHOME NUMBER 1:
MOBILE PHONE NUMBER 2-
VALID FROM

WVALIDTO:

Download latest Java version from here

Figure 40: Account activation, preview user details

I EDIT ACCOUNT

In order to activate the user account, the SA needs to select the “Edit Account” button
(Figure 40). The system displays a page which allows the SA to change the details of
the user. Moreover, the SA can change the “Status” of the user from “De-activated” to

“Active’ (Figure 41).
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Edit Account

Username Usar Bl *
v
First Nama Licu! PR
Emaail * Phanes Mumbsar
B{AD v
Gty
v
Streel Addess User designationPosition
Mobile Phone Humber Fax
TG(AC ® aThi{aD =
Recetne lagon actiications Recein SMS notficatons
Siatus

Figure 41: Account activation

2.14 Manage Administrators

SA users can perform the following management activities for the administrators
registered within the system:

e View the users registered as system administrators

e Add new system administrator users

e Edit user’s details

The SA is able to manage all the users registered as SA users through the “View SA
Users” option in the Administrators panel.

View SA Users

Figure 42: Administrators panel, Manage administrators

The administrators appear in a tabular form:
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View Users

Results per page | Displaying all 4 matches.

# First Name <=

Last Name «~ Organisational Role «~

Figure 43: System administrators list

In order to create a new administrator the system administrator clicks on the “Add
User” button and fills in the details of the new user (Figure 44). The following

information should be provided:

First Name
Last Name
Username
Password
Email

Address

City

Country

Phone Number
Mobile phone
Fax

Secret Question
Secret Answer

Country «=

Status =

Active

Active

Active

Active
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Add User

Entity
ROOT_AUTHORITY

First Name *

Username *

Password *

Password Rules

Address

Country *

Mobile Phone Number
376 (AD)  ~
Secret Question

Select

* Fields with asterisk are mandatory

Figure 44: Registration of a system administrator

User Role *
System Administrator (SA)

Last Name

Emiail *

Re-enter Password *

city

Phone Number
376(AD)
Fax
376 (AD)

Secret Answer *

CANCEL RESET

To edit the details of an existing user the administrator clicks the “Edit Account” button

¥ for that user (Figure 43). To view the details of a user the administrator clicks on

the user’s first name.

2.15 Manage Helpdesk Users

SA users can perform the following management activities for the helpdesk users

registered within the system:
View the users registered as helpdesk users
Add new helpdesk users

Edit user’s details

The SA is able to manage all the users registered as Helpdesk users through the “View
Helpdesk Users” option in the Administrators panel.

Administrators ~  Adm

View SA Users

WView Helpdesk Users

Figure 45: Administrators panel, Manage Helpdesk Users
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The helpdesk users appear in a tabular form:

View Users

10+ Results per page | Displaying the 1 match.
] First Mame «= Last Mamig == Organisational Role <=

] . — Helpdesk Uzer (HU)

Figure 46: Helpdesk Users list

Country -

Status -

Active

Actions

F

Add User

In order to create a new helpdesk user in the system, the administrator clicks on the
“Add User” button and fills in the details of the new user. All mandatory fields should

be populated and then click on the save button:
First Name
Last Name
Username
Password
Email

Address

City

Country

Phone Number
Mobile phone
Fax

Secret Question
Secret Answer

01/02/2021 End-user Administrator Manual_v1.0 (1).docx

Page
44
104

of



+ Europeaye Diyamics

Nigeria States- Framework Contract for SaaS e-Procurement Solution

Error! Unknown document property name.

Add User

Entity
ROOT_AUTHORITY

First Name *

Username *

Password *

Password Rules

Address

Country *
Select
Mobile Phone Number
376 (AD)
Secret Question

Select

* Fields with asterisk are mandatory

User Role *

Helpdesk User (HU)

Last Name *

Email *

Re-enter Password *

City

Phone Number

v 376 (AD)
Fax
376 (AD) -~

Secret Answer

Figure 47: Registration of a helpdesk user

CANCEL RESET

To edit the details of an existing user the administrator clicks the “Edit Account” button

¥ for that user, which is under the tabular form, after the modifications the
administrator clicks on the “Save” button. To view the details of a user the
administrator clicks on the user’s first name.
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Edit Account
Liemname Ly Rode
Fisi Hisme: Lal Mame
Addreia city
Emad Phearee Number
Lonsilay
ity Phor Mumbsy Fan
St i

cenceL R
Figure 48: Edit helpdesk user’s account

2.16 Provider Registration

SA users may also register Providers in e-GP.

PDEs/Providers ~ A

Reqister PDE

Reqister Provider

Figure 49: Register Provider link

The system presents the user with the Provider registration form. SA needs to correctly
fill in all mandatory information of all registration steps.

In the first phase of the registration procedure the SA user registers the Provider
organisation by providing the following information (Figure 51):

e Provider Type

Register Provider

STEP 1: PROVIDER TYPE

Provider type *

Provider Organisation
Individual Provider

MNEXT

Figure 50: Register Provider - Step 1
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Then the SA user registers the Provider organisation by providing the following
information (Figure 51):

“Date of incorporation / Registration” (date-picker)
“Country of incorporation/ Registration” (drop-down list)
“Provider Registration Number” (text)

“Provider Registered Name” (text)

“Organisation Type” (drop-down list)

“Tax Identification Number (TIN)” (text)

“Street Address” (text)

“PO Box” (text)

“Postal Code” (text)

“City” (text)

“Country” (drop-down list)

“Latitude” (text)

“Longitude” (text)

“Phone number 1”7 (text)

“Phone number 2” (text)

“Business sector” (drop-down list)

“Subsector” (drop-down list)

“Certificate of Incorporation/Registration” (file)
“Trading License/Business Operating License” (file)
“Proof of Tax Registration” (file)

“Small scale enterprise” (Checkbox)

“Proof of small-scale enterprise” (file)

“Other Attachments” (file)

“Website address” (text)

“Email address” (text)

“CAPTCHA” (text)

The SA user will have to populate all the mandatory fields and click on “Validate &
Continue”, in order to proceed to the next step.
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Register Provider

STEP 2: ORGANISATION DETAILS (INDIVIDUAL PROVIDER;

Full Name * Tax Identification Number (TIN) *
National Identification Number/Passport Number Street Address *
PO Box Postal Code
Country * city
Nigeria v
Latitude Longitude
Phone number 1 Phone number 2
376 (AD) W 376 (AD) W
Business sector * Subsector
-Select Business Sector- ~ -Select Subsector- ~

Copy of National Id/Passport

Choose File | No file chosen

pdf, jpeg, doc/x,

Applicable formats: ipg, jpeg, png, 1if, xls/x

small Scale Enterprise O

Other Attachment Website address
Choose File file chosen

Applicable formats: %, ipg, jpeq, png, tif, xls/x

Email address Type of Activity

O Goods O Works O Consuhing Services O Non Consuftancy Services

Please type the code shown below *

814ic
BACK CANCEL CLEAR VALIDATE & CONTINUE

Figure 51: Register Provider - Step 2

Q

When the SA user is in the “Register Director Details” page, will have to populate at
least all the mandatory fields and click on the “Next” button, in order to proceed.

%

The user can add up to 10 directors by the use of the + button. The button * is used

to delete an already existing director.
Register Director Details

STEP 3: DIRECTOR DETAILS

Director(1)
Name * Position *
E-Mail Address Telephone

BACK NEXT

Figure 52: Register Provider - Step 3
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Register UNSPSC Codes

@ The United Nations Standard Products and Services Code {UNSP!

and 5. Encompassing a five level hierarchical clas:
cessary for business analysis. The UNSH

STEP 4. REGISTER UNSPSC CODES

Line of Business

cdes of interest are optional for the registrati
Providers whose UNSPSC codes of interest match the UNSPSC codes of the com

anaged by GS1US for the UN Devel
. UNSPSC enables expenditure ai

petition itself

i
3
H
H
El
3

lysis at grouping levels relevant to your need: U C | down or up 1o the codeset to see
on of a Provider. When an cpen public procurement competition is published, the system will automatically notify via email all

CANCEL BACK NEXT

Figure 53: Register Provider - Step 4 (optional)

After clicking on the Q

UNSPSC codes (Figure 54).
Search W‘

button, the user is presented with a pop-up window to select

MAIN PANEL UNSPSC

software i n|

Search Results

Figure 54: UNSPSC code selection

: — 1
+Addto List | Synchronise List |

43230000-Software

43231500-Business function specific softy
43231600-Finance accounting and enterpr
432 00-Computer game or entertainme
00-Content authoring and editing s
00-Content management software

-

Show the
item in the
Tree

| Add results to Selected items |

Selected ltems

43231500-Business function specific soft
43230000-Software

ware

= 10000000-Live Plant and Animal Material and Accessories and Supplies

= 11000000-Mineral and Textile and Inedible Plant and Animal Materials

= 12000000-Chemicals including Bio Chemicals and Gas Materials

= 13000000-Resin and Rasin and Rubber and Foam and Film and Elastomeric Materials

= 14000000-Paper Materials and Products

= 15000000-Fuels and Fuel Additives and Lubricants and Anti corresive Materials

= 20000000-Mining and Well Drilling Machinery and Accessories

= 21000000-Farming and Fishing and Forestry and Wildlife Machinery and Accessories

= 22000000-Building and Construction Machinery and Accessories

= 23000000-Industrial Manufacturing and Processing Machinery and Accessories
24000000-Material Handling and Conditioning and Storage Machinery and their Accessories
and Supplies
25000000-Commercial and Military and Private Vehicles and their Accessories and
Components

= 26000000-Power Generation and Distribution Machinery and Accessories

Browse codes using the Tree.
Double-click an item to add it to
Selected items alv | ®

(UNDP), is an open, global, multi-sector standard for efficient, accurate classification of products

or less detail as is

| Add the Selected items and close the window

Cancel

Finally, the administrator will have to populate at least all the mandatory fields and
click on the “Save” button, in order to register the Provider Administrator.
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Register Administrator

STEP 5: REGISTER PROVIDER ADMIN

First Name Last Name
Username Email *
Password * Re-enter Password
Password Rules
Street Address Country
Nigeria -

Phone Number Mobile Phone Number

376 (AD) W 376(AD) W
Fax User designation/Position

376 (AD) W

Receive logon notifications [J

Secret Question Secret Answer

Select v
BACK m FINISH

Figure 55: Register Provider - Step 5

2.16.1 Add Provider User

When viewing the details of a Provider organisation the user has the proper rights that
enable him/her to add new users to the organisation.
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EDIT ORGANISATION EDIT UNSPSC CODES VIEW DIRECTORS VIEW USERS ADD USER

DATE OF INCORPORATION/REGISTRATION:
COMPANY REGISTRATION NUMEER

TAX IDENTIFICATION NUMEER (TIN):

PROVIDER REGISTERED MAME:
ORGAMISATION TYPE:

STREET ADDRESS:

PO BOX:

POSTAL CODE:

DISTRICT:

CITY

COUNTRY:

COUNTRY OF
INCORPORATION/REGISTRATION:

LATITUDE:

LONGITUDE:

PHOME NUMBER 1:

PHONE NUMBER 2:

BUSIMESS SECTOR:

SUBSECTOR:

MSSF MUMEER:

NSSF STATUS:
URSE STATUS:
CERTIFICATE OF

INCORPORATION/REGISTRATION:

TRADING LICENSE/BUSINESS OPERATING
LICENSE:

PROOF OF TAX REGISTRATION:
SMALL SCALE ENTERPRISE:
WEBSITE ADDRESS:

EMAIL ADDRESS

Figure 56: Add Provider user link

SA fills in all mandatory information and submits the form. The user will receive the
respective activation information through email in order to activate the user account.
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Figure 57: Add Provider user
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2.16.2 Edit Provider Organisation

SA may also proceed in updating the Provider organisation information.

View Organisation

EDIT ORGANISATION EDIT UNSPSC CODES

DATE OF INCORPORATION/REGISTRATION:

COMPANY REGISTRATION NUMEER

TAX IDENTIFICATION

MEER (TIN):

PROVIDER REGISTER

ORGAMISATION TYPE

STREET ADDRESS:

[=]
m
=

COUNTRY OF
NCORPORATION/REGISTRATION:

LATITUDE:

LOMGITUDE

PHOME NUMBER 1:

PHOME NUMBER 2:

BUSINESS SECTOR:

SUBSECTOR:

NSSF NUMBER

NSSF STATUS

URSE STATUS:

CERTIFICATE OF
NCORPORATION/REGISTRATION:

TRADING LICENSE/BUSINESS OPERATING

LICENSE:

FPROOF OF TAX REGISTRATION: Download

VIEW DIRECTORS

Figure 58: Edit provider organisation link

The SA user modifies any of the editable information and re-submits the form.

VIEW USERS

ADD USER
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2.16.3

Edit Organisation Profile

ADO USER  VIEW USERS
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Figure 59: Edit provider organisation

Edit Provider User

SA user may view a specific Provider user and proceed in amending his/her profile.
In case the SA amends the user’s password, the System will automatically dispatch a
notification to the Provider’s email to notify him/her of the change. In case the
Provider’s email address is modified, for security purposes, the System will dispatch
an email to the old email address to notify the owner of the previous address that the
user profile has been amended.
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Edit Account

Figure 60: Edit provider user profile

2.17 Regulatory, Administrative Review and Attorney General Users
Oversight Body, Appeals Tribunal, Solicitor General Department,
Qualification Authority and Development Partners Body Users

2171

The SA can register users into five special organisations in e-GP:
Oversight Body

Appeals Tribunal Body

Solicitor General Department

Qualification Authority

Development Partners Body

Add Oversight Body Admin User

Auditor users in the Oversight Body can be allocated to the Auditor role for any
Process in e-GP by the Process co-ordinator of that Process. These users have read
access to the Process information, documents and its audit trails in order to be able to
complete their auditing tasks. The Auditor admin can view the details of the Oversight
Body Authority by selecting the “Oversight Body Authority” link in the
“ Administration” menu.
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Administration = Reports = Mang

ht Body
Tribunal

[

Appeals
Solicitor General Department
Qualification Authority
Development Partners Body
Authority Impert

Manage Timeframes

Manage Threshelds

Manage Acministrative Review fess
Manage System Parameters
Manage Public Haliday Rules
Payment Reconciliztion

Template Library

Create awditing reparts

Cenfigure passwords

2end manual notification

Display System Info

Categories Management

Figure 61: Oversight Body Authority menu selection

When viewing the details of the Oversight Body organisation the SA user has the
proper rights that enable him/her to add new Auditor admin users to the organisation.
The list of users can be accessed by clicking on the “View Users” button.
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View Organisation

VIEW USERS

ORGANISATION NAME : - - . -

ADDRESS:
POSTAL CODE:
CITY:

COUNTRY:

PHOME MUMBER:

ORGAMISATION EMAIL: ]

STATUS: Active

Figure 62: View Oversight Body users’ link

The organisation users are presented in a table layout.

Wiew Lsers

10w | Fiesults por page | Displaying all 3 matches m

v First Hame -~ Last Mamg == Organisational Role -~ Country =~ Stakus .~
L = mad Auditor g Active
2 . Aupditor Adrmin At
3 & - Auditor Admin T Acthne
Addd Wser

Figure 63: List of Regulatory Body Authority users
A new Auditor admin user can be added by clicking on the “Add User” button.

SA fills in all mandatory information and submits the form. The user will receive the
respective activation information through email in order to activate the user account.
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Figure 64: Add Oversight Body Admin User

2.17.2 Add Appeals Tribunal Admin User

Users in the Appeals Tribunal Body can be allocated to the Appeal Tribunal
Administrator role for any process in e-GP by the Process Co-ordinator of that process.
The SA user can view the details of the Appeals Tribunal Body by selecting the
“Appeals Tribunal” link in the “ Administration” menu (Figure 65).
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Administration = Reports = Mang

Oversight Body

Solicitor General Department
Qualification Authority
Development Partners Body
Authority Impert

Manage Timeframes

Manage Threshelds

Manage Acministrative Review fess
Manage System Parameters
Manage Public Haliday Rules
Payment Reconciliztion
Template Library

Create awditing reparts
Cenfigure passwords

2end manual notification
Display System Info

Categories Management

Figure 65: Appeals Tribunal Authority menu selection

When viewing the details of the Administrative Review Body organisation the SA user
has the proper rights that enable him/her to add new users to the organisation. The
list of users can be accessed by clicking on the “VIEW USERS” button.

View Organisation

VIEW USERS

ORGANISATION NAME :

ADDRESS:
POSTAL CODE:
CITY:

COUNTRY:

PHOME NUMBER:

ORGANISATION EMAIL:

STATUS:

Active
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Figure 66: View Appeals Tribunal Body users’ link
The organisation users are presented in a table layout.

View Lisers

10 -+ | Results per page | Displaying all 4 malches m

r First Hame =~ Last Hame -~ Organisational Role <~ Country =~ Status «-
1 - ey Appeal Tribunal i Artive
! - appeal Triunal Active
3 - za Appeal Tribunal Admin . g Active
4 " g appeal Tribunal Admin R ACtive

Figure 67: List of Appeals Tribunal Body users
A new user can be added by clicking on the “Add User” button.

SA fills in all mandatory information and submits the form. The user will receive the
respective activation information through email in order to activate the user account.
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Figure 68: Add Administrative Review Body Authority user

2.17.3 Add Solicitor General Admin User

Users in the Solicitor General Body can be allocated to the Solicitor General Admin for
any process in e-GP by the Process Co-ordinator of that Process. The SA can view the
details of the Solicitor General Department by selecting the “Solicitor General
Department” link in the “ Administration” menu (Figure 69).
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Administration = Reports = Mang

Oversight Body

Appeals Tribunal

I Solicitor General Department I

Qualification Authority
Development Partners Body
Authority Impert

Manage Timeframes

Manage Threshelds

Manage Acministrative Review fess
Manage System Parameters
Manage Public Haliday Rules
Payment Reconciliztion
Template Library

Create awditing reparts
Cenfigure passwords

2end manual notification
Display System Info
Categories Management

Figure 69: Solicitor General Department menu selection

When viewing the details of the Solicitor General Department organisation the SA user
has the proper rights that enable him/her to add new users to the organisation. The
list of users can be accessed by clicking on the “VIEW USERS” button.
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View Organisation

VIEW USERS

ORGAMISATION MAME : | =i m = | =

ADDRESS:
FOSTAL CODE:
CITY:

COUNTRY: - m

PHOME MUMBER:

ORGAMISATION EMAIL: ]

STATUS: Active

Figure 70: View Solicitor General Department users’ link
The organisation users are presented in a table layout.

View Users

10 - |Results per page | Displaying all 6 matches. n

’ First Name -~ Last Name -~ Organisational Role -~ Country -~ Status .-
1 o | saad Solicitor General Admin - Active

2 - = Solicitor General " | Active

3 ~ o= | & Solicitor General - Active

4 .-m Solicitor General Admin - e Active

5 -y T, Solicitor General Admin - Active

6 .o Solicitor General - e inactive

Figure 71: List of Attorney General Body Authority users

A new user can be added by clicking on the “Add User” button.
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SA fills in all mandatory information and submits the form by clicking on the “Save”
button. The user will receive the respective activation information through email in
order to activate the user account.

Add User

Farsl Madre

Pataword

Comrtry *

Mobils Phore Msmber

Secret Question

City

Lk Pk

Lt N

Errusd

Rp-erne! Paspwond ©

Lt D sagnation Powtion

Postal Dode

Socret Armwer

Figure 72: Add Solicitor General Body Authority user

2.17.4 Add Qualification Authority Body User

Users in the Qualification Authority can be allocated to Provider Certifier role, for any
process in e-GP by the Process Co-ordinator of that Process. The SA can view the details
of the Qualification Authority Body by selecting the “Qualification Authority” link in
the “Administration” menu (Figure 69).
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Administration = Reports = Mang

Oversight Body
Appeals Tribunal

Solicitor General Department

I Qualification Authority I

Development Partners Body
Authority Impert

Manage Timeframes

Manage Threshelds

Manage Acministrative Review fess
Manage System Parameters
Manage Public Haliday Rules
Payment Reconciliztion
Template Library

Create awditing reparts
Cenfigure passwords

2end manual notification
Display System Info
Categories Management

Figure 73: Qualification Authority menu selection

When viewing the details of the Qualification Authority the SA user has the proper
rights that enable him/her to add new Auditor admin users to the organisation. The
list of users can be accessed by clicking on the “VIEW USERS” button.
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View Organisation

EDIT ORGANISATION VIEW USERS

ORGAMISATION NAME : 1om = . | ]

ADDRESS:

POSTAL CODE:

CITY:
COUNTRY: L
EMAIL: 'R | M |

PHOME MUMBER:

FAX:

STATUS: Active

Figure 74: View Qualification Authority users’ link

The organisation users are presented in a table layout.

[10 | Results per page | Displaying all 6 matches n

’ First Name -~ Last Name -~ Organisational Role «~ Country «~ Status -~ Actions
1 .- ® - Provider Certifier ™ Active 7
2 “n e i Provider Certifier - Active 7
3 . L B | Provider Certifier - Active 7
4 - als Provider Certifier - Active /7
5 - e Provider Certifier == Active P
6 - epu_gp Provider Certifier -—- Active 7

Add User

Figure 75: List of Qualification Authority users

A new Provider Certifier user can be added by clicking on the “Add User” button.
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SA fills in all mandatory information and submits the form by clicking on the “Save”
button. The user will receive the respective activation information through email in
order to activate the user account.

Add Liser

Enity U Aok

F
Firil Mo * Liirk Mo *
Lrsermarme * Trmad
Pasyword * Re-grter Papywoed *
(=T PRuste MR
Pkl Pocios Murmalesd Fix
Sacivt Quedlion © Secré! Andweet ¢

CAMCEL RESET S/NVE

Figure 76: Add Provider Certifier User

2.17.5 Add Development Partners Body User

Users in the Development Partners Body can be allocated to Development Partners
Admin role, for any process in e-GP by the Process Co-ordinator of that Process. The
SA can view the details of the Development Partners Body by selecting the
“Development Partners Body” link in the “ Administration” menu (Figure 69).
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Administration = Reports = Mang

Oversight Body
Appeals Tribunal
Solicitor General Department

Qualification Authority

IDa»'E':up ment Fartnars Body I

Authority Impert

Manage Timeframes

Manage Threshelds

Manage Acministrative Review fess
Manage System Parameters
Manage Public Haliday Rules
Payment Reconciliztion
Template Library

Create awditing reparts
Cenfigure passwords

2end manual notification
Display System Info
Categories Management

Figure 77: Development Partners Body menu selection

When viewing the details of the Development Partners Body, the SA user has the
proper rights that enable him/her to add new Development Partner admin users to the
organisation. The list of users can be accessed by clicking on the “VIEW USERS”
button.
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View Organisation

VIEW USERS

ORGAMISATION NAME : L B N NI N NN NN EERE R N
ADDRESS:

POSTAL CODE:

CITY:

COUNTRY: p——

PHOME MUMBER:

ORGAMNISATION EMAIL: ] NN EeE

STATUS: Active

Figure 78: View Qualification Authority users’ link

The organisation users are presented in a table layout.

View Users

(10 | Results per page | Displaying all 7 matches. m

r First Hame -~ Last Name =~ Organisational Role -~ Country -~ Stakus -
1 = e Deevedoperint Partner Representative B Active
F - L2 Dwedoprment Partners Admin mm Auctive
3 = Al Drevedaprnent Partner Represertative qr= Active
4 - Devedaprrint Partnérs Admin - = Active
5 1 - Developrment Partners Admin T Active
& | » 8 Developrment Partners Admin - Active
T v — . Developrment Partner Representative P Active

Add User

A new Development Partner Admin can be added by clicking on the “Add User”
button.

Figure 79: List of Qualification Authority users
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SA fills in all mandatory information and submits the form by clicking on the “Save”
button. The user will receive the respective activation information through email in
order to activate the user account.

Add User

ntity Ukisar Rusla *

First Narmag * Lass Mama |
LTl Esrunl

Pasyword Ru-erier Pasywond
Dl Ui designation Position
Address Postal Code

Congiiry Pt Bursibsis

Miobula Phoes Murmbar Fax

Eprret Cusstion B A

ity

CAMGEL RESET

Figure 80: Add Development Partners Administrator User

2.18 System Properties

The SA user has the rights to configure certain properties in the system that determine
value limits for procurement procedures, the approval threshold for TC users in
relation to the Procurement Committee as well as the amounts that Providers must pay
for initial registration, renewal of registration and the Administrative review fee.

2.18.1 Manage Timeframes

To define the Bidding Period, Evaluation Period and Display Period of the BEB Notice
timeframes for the various procedures the SA user selects the “Manage Timeframes”
option in the “ Administration” menu.
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2.18.2

Administration = Reports = Mang

Oversight Body

Appeals Tribunal

Solicitor General Department
Qualification Authority
Development Partners Body

Authority Impert

I Manage Timeframes

Manage Threshelds

Manage Acministrative Review fess
Manage System Parameters
Manage Public Haliday Rules
Payment Reconciliztion

Template Library

Create awditing reparts

Cenfigure passwords

2end manual notification

Display System Info

Categories Management

Figure 81: Manage timeframes menu option

The SA user first selects the Authority Type (Central, Local Government) and then the
Process and Contract Type. Then the SA user will provide the needed timeframes
regarding the Procurement or Disposals Methods.

Manage Timeframes

Authority Type

Local Government

Process Type

Disposal

Contract Type:

Disposals

Disposal by Public Bidding (DPB)

Disposal by Public Auction (DPA)

Bidding Pericd Evaluation Period

— L]
-] ]

Figure 82: Manage Timeframes

Manage Thresholds

Standstill Period

=]
= ]

To define the upper and lower limits for the various procurement procedures the SA
user selects the “Manage thresholds” option in the “ Administration” menu (Figure 83).
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Administration = Reports = Mang

Orversight Body

Appeals Tribunal

Solicitor Ganeral Department
Qualification Authority
Dievelopment Partners Body
Authority Impeart

Manage Timeframes

I Manage Threshelds I

Manage Acministrative Review fess
Manage System Parameters
Manage Public Holiday Rules
Payment Reconciliation

Template Library

Create auwditing reports

Configure passwords

Send manual notification

Dizplay System Info

Categories Management

Figure 83: Manage thresholds menu option

The SA user completes all required values and submits the form. A value can be
provided for the upper and lower limit for each property that can be configured. These
values are used by the system when validating Annual Procurement Plan entries as
well as when validating the details of a new process. The corresponding procurement
method may only be selected if the budgeted amount for the bid falls between the
upper and lower limits as defined by the SA for that procurement method. Where no
value has been captured, no validation takes place.

Manage Thresholds

Authority Type *

-Select Authority Type-

Process Type *

-Select Process Type-

Figure 84: Authority Type and Process Type Selection

Once these two drop-down menus are completed, then the system has one more field
added:
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Manage Thresholds

Authority Type *

Central Government ~
Process Type

Procurement b
Contract Type: ©

-Select Contract Type- o

-Select Contract Type—
Works

Goods

Mon Consultancy Services
Consulting Services

Figure 85: Select Contract Type

Manage Timeframes

Authority Type *

Central Government ~
Process Type *

Procurement ~
Contract Type: *

Goods ~

Evaluation Period Standstill Period
Restricted International Bidding (RIB)
Restricted Demestic Bidding (RDB)
Open Internaticnal Bidding (OIB)
Open Domestic Bidding (ODE)
Quotations/Proposals (QUOT)
Direct Procurement (DP)
Direct Method (DM)

Shopping Method (SM)

JUUOnuou
JUUUOUDL
JUUUOUDL

Figure 86: Manage values for system parameters, depending on previously selected
options

2.18.3 Manage Administrative Review fees

To identify the administrative Review fees based on the Authority and the Process
Type.
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Administration = Reports = Mang

Oversight Body

Appeals Tribunal

Solicitor General Department
Qualification Authority
Development Partners Body
Authority Impert

Manage Timeframes

Manage Threshelds

Manage Acministrative Review fess

Manage System Parameters
Manage Public Haliday Rules
Payment Reconciliztion
Template Library

Create awditing reparts
Cenfigure passwords

2end manual notification
Dizplay System Info
Categories Management

Figure 87: Manage Administrative Review Fees menu option

The SA user first selects the Authority Type (Central, Local Government) and then the
Process and Contract Type, in case of Local Government, in order to set the fees for the
Administrative Review. For Central Governments the SA user sets the Administrative
Review fees without any further selection.

Manage Administrative Review fees

Authority Type *

-Select Authority Type- '

-Select Authority Type-
Central Government
Local Government

Figure 88: Select Authority type
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Manage Administrative Review fees

Vahie o piotud eimenl

ety Inosmatcne

Bedding (518

Figure 89: Manage Administrative Review Fees for Local Government

Manage Administrative Review fees

Figure 90: Manage Administrative Review Fees for Central Government

2.18.4

Manage System Parameters

In order for the SA to set the payment amounts for initial Provider registration,
registration renewal as well as the fee to be paid when an Administrative review is
lodged the “Manage System Parameters” option must be selected in the
“Administration” menu (Figure 91).

01,/02/2021

End-user Administrator Manual_v1.0 (1).docx Page
75  of

104



Nigeria States- Framework Contract for SaaS e-Procurement Solution
Error! Unknown document property name.

Administration = Reports = Mang

Oversight Body

Appeals Tribunal

Solicitor General Department
Qualification Authority
Development Partners Body
Authority Impert

Manage Timeframes

Manage Threshelds

Manage Acministrative Review fess

Manage System Parameters

Manage Public Haliday Rules
Payment Reconciliztion
Template Library

Create awditing reparts
Cenfigure passwords

2end manual notification
Display System Info
Categories Management

Figure 91: Manage system parameters menu option

The SA user completes all required values and updates the form. Where no value has
been saved, the System will not request a payment for that particular event.
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Manage System Parameters

nival provice repaTataa fres [NGN

Procursmaent [ Dispoas] Typs Serall Scala Cthar
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S vom
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Annusl fanewd of provider reglatratian feel (NON

Procurement/ Disposal Typs Sl Scale

it CREBGOY

Tood CHLRSE kil
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Small Soale Eraeprises

L DETE

Figure 92: Example of the Manage system parameters section

2.18.5 Manage Public Holiday Rules

SA may use this menu option to define the public holiday that the system will take into
account during the validation of the time frames.
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Administration = Reports = Mang

Oversight Body

Appeals Tribunal

Solicitor General Department
Qualification Authority
Development Partners Body
Authority Impert

Manage Timeframes

Manage Threshelds

Manage Acministrative Review fess

Manage System Parameters

I Manage Public Haliday Rules

Payment Reconciliztion
Template Library

Create awditing reparts
Cenfigure passwords
2end manual notification
Display System Info
Categories Management

Figure 93: Manage Public Holiday Rules menu option
Manage Public Holiday Rules

Type *

Fixed Date
Nth day of a week

(Maximum characters: 5000).

Figure 94: Create a new Public Holiday

2.18.6 Payment Reconciliation

In the unlikely event that the e-GP system is not notified by the banking provider that
a particular payment has been processed, the SA user has the right to confirm that a
particular payment has been received (Figure 95). The receipt of the payment should
be verified by the finance department before any action is taken in the e-GP system.
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Administration = Reports = Mang

Oversight Body

Appeals Tribunal

Solicitor General Department
Qualification Authority
Development Partners Body
Authority Impert

Manage Timeframes

Manage Threshelds

Manage Acministrative Review fess
Manage System Parameters

Manage Public Haliday Rules

Pzyment Reconciliztion

Template Library

Create awditing reparts

Cenfigure passwords

Send manual notification

Dizplay System Info

Categories Management
Figure 95: Payment reconciliation menu option
The SA user must provide the amount that has been paid as well as the reference
number. There is no indication of the type of payment e.g. registration fee, bid fee or

Administrative review fee nor who the Provider is.

Payment Reconciliation

Reference Number

Payment Amount *

COMPLETE PAYMENT

Figure 96: Update payment status

Only outstanding payments can be updated through this mechanism. If the payment
has already been processed by the system or if the amount does not match that
expected for the supplied reference number, the SA user will be provided with an error
message indicating that the transaction number is invalid.
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Payment Reconciliation

@ An emor has cocurred:
= The provided reference number is invalid

Reference Number

Payment Amount *

Figure 97: Payment reconciliation failure

2.19 Template Library

COMPLETE PAYMENT

The SA user may visit the Template Library section and manage the Standard Process
Documents. The user is able to upload, create and edit simple or dynamic documents

and organise them into subfolders.

Administration = Reports = Mang

Oversight Body

Appeals Tribunal

Saolicitor Ganeral Department
Qualification Authority
Development Partners Body
Autherity Import

Manage Timeframeas

Manage Thresholds

Manage Administrative Review fees
Manage System Parameters
Manage Public Holiday Rules

Pzyment Reconciliation

Create auditing reports
Configure passwords
Send manual notification
Displzy System Info
Caregories Management

Figure 98: Template library link
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Template Library

m Template Library Root Folder ~

= Template Library Root Folder
: STATUS: N/A

STATUS: N/&

STATUS: N/A
STATUS: N/A
STATUS: N/A

STATUS: N/A

D

STATUS: DRAFT
I

STATUS: DRAFT

Figure 99: View template library root folder

2.19.1 View Folder / Subfolder / Content

@TEMPLATE GUIDE

L] -Tgoli]

- ]-Panlil

] -Pauli]

C]-Paolil

] -Taoli]

L] -Tgoli]

sath

saLkh

The user has access to the folder details by selecting the “View folder” link for the
details of the current folder or the “Title” link of any other subfolder or document, in

order to see the details.

Template Library

View Subfolder details

3

(HTEMPLATE GUIDE

hd
+ New - Template Library Root Folder ~

|IE:» Template Library Root Folder H view root folder |
STATUS: FINAL

----- | =y a |+ view subfolder details |

Figure 100: View folder / subfolder links
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Template Library Root Folder ~

Create Subfolder

Create Document

View details

Figure 101: View Root folder details 1

Template Library Root Folder

TITLE: Template Library Root Folder
DESCRIFTION:
DATE CREATED: =

PARENT FOLDER:

Figure 102: View Root Folder details (2)

The user can see the folder content (subfolders or documents) under the Template
Library Root Folder Section on the right.
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Figure 103: View Folder Contents Link
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Template Library

@TEMPLATE GUIDE

m Template Library Root Folder ~ —
&= Templae Library Root Folder MINOR TEMPLATE
W srsms wmaomaes

o
[\ FROCESS INFO
: STATUS: FNAL

[

i
I

r
i

Figure 104: View Folder Contents

2.19.2 Create Subfolder

The user can create a new subfolder under an already existing folder by selecting the
“Create Subfolder” option or a subfolder under another subfolder by selecting the
option in the red box.

‘ETEMPLATE GUIDE
m Template Library Root Folder ~
E' Template Library Root Folder Create Document - 1-T4ol:]
View details
== n

[ 1-Fa-1L ]

BTATUE: N/,

]

[ 1-Fa-i:]

= = BTATUE: N1,
[ 1-Ta-t:]

eTATUE: 1A
[ 1-Fali}

BTATUE: N1,
[ 1-Ta-i:]

sTATUE: A
[ 1-Eal]

STATUR: H/A

Figure 105: Create subfolder under the root folder
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Template Library
Select a folder from th ercot folder
and on the right you can select
the option in the red box to create
a subfolder
m Template Library Root Folder = I:l
= Template Library Root Folder —
" 5
EI: Create Subfolder
e = ERsa0
.
_—
. =T BB/50
[ 1-Tarli]
- X [ 1-Faol:]
Figure 106: Create Subfolder link
The user provides a title and description of the new subfolder through the respective
page and selects “Save”.
2.19.3 Edit/Delete Subfolder
The user may edit or delete a subfolder by selecting the respective buttons.
Folders that contain documents cannot be deleted.
(FTEMPLATE GUIDE
m Template Library Root Folder =
B Template Library Root Folder — [ 1-Tgel:]
e s [ 1-Tgel:]
s s [ 1-Tgol:]
S [ 1-Tgel:]
S [~ 1-Tgol:]
sTATUE A EditDelete

STATUE: MiA

Figure 107: Edit/delete Subfolder link

2.19.4 Create Document

The user can create a new document within a folder by selecting the respective button.
He will have to populate all the mandatory fields and click on the “’Save Draft”” button.
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Template Library Root Folder =

Create Subfolder
Create Document F1-T gl i)
| View details
[ 1=-Tarf ]
STATLHE: MJA
- ]-Tarf ]
STATLHE: MJA
[ 1=-Tarf ]
STATLHE: MJA
[ 1=-Tarf ]
STATLHE: MJA
1T 4] ]
STATLHE: MJA
[ 1=-Tarf ]
STATLIE: MUSA

Figure 108: Create document link
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Create Document

Parent Folder: Template Library Root Folder

Title: *

Description: *

Attachment: *

Mo file chosen

CANCEL SAVE DRAFT

Figure 109: Create Document Page / The Title, Description and Attachment are
mandatory fields.

2.19.5 Edit/ Delete Document

The SA user may edit or delete a competition document, as long as it is in “Draft”
status, by selecting the respective buttons.
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2.19.6
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Figure 110: Edit / Delete document links

Create Dynamic Document

The SA user can create process documents using the parameters shown in Figure 111,
by adding the keywords under the “Name” column among the text, where necessary.
These fields will be fed from the process details and be auto-populated with the
respective values of the bid, whenever a procurement officer selects to add a dynamic
Process document to the contract documents of a process.
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Template Guide

1.DYNAMIC TEMPLATE DOCUMENT
ALLOWED FILE TYPES:

Parameters

Name =
{cftitle}

{cft.description}

{cftid}
{cft.procedure}

{cfrcreatorid} Lol s S LR R N |

ST Ny SR
{cfttendersOpeningDate} 5 e e .
{cfnumberOfLots} o Dol P o o i

{cft.closingDate} 5 T . R .

{cft.contractType} e lacle "m0 emieal

{cftunspsc} O e .

{cfiestimatedvalue} e Il Bon s cniew Rl
{cftopeningDate} " L e
{cfiquestionsAnswersDateEnd}  [REi Bl Bl D 1H & O

{cftstatus} (R =t ) -

{cftupload) e Il llen e 5 ol [

Figure 111: Dynamic Document Parameters

The user can access the aforementioned parameters page by selecting the “Template
Guide” button.

2.19.7 Search Template Library

The SA user may search through the template library for a folder or document by
inserting specific criteria.
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Template Library

FILTERS

[ Template Library Root Folder

Figure 112: Search Template Library Link

Select and press the Filters®

Template Library / option o the kel part of the
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Figure 113: Search Template Library parameters

2.20 Auditing

In order to preview all user actions, the SA selects the option “Create auditing reports”
in the Administration panel.
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Figure 114: Administration panel, auditing reports

The system displays a page which allows the SA user to create queries regarding user
actions (Figure 115). The user can narrow the range of the results by defining the
from/to date period, the type of activity, the process as well as the Procuring Entity for
which user actions would be retrieved (Figure 115). At selection of the “View” button,
the system will generate an auditing report listing all user actions which fulfil the
specified search criteria (Figure 116).
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Figure 115: Auditing activities

The auditing report can be saved in CSV format by selecting the button “Export Results
as CSV” (Figure 116).
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Figure 116: Auditing report

2.21 Configure Passwords

The system administrator is entitled to define the configuration of passwords used by
each user category (PE, EO, Administrator users). The password configuration
functionality is accessible through the “Configure passwords” option in the
Administration panel.
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Figure 117: Administration panel, Configure passwords

The system displays a page which allows the SA user to perform the following
configurations on the passwords:

Specify which letters (uppercase/lowercase), numbers or characters will be used in
passwords.

Allowed login failures: determines the maximum login failures. When the maximum
number exists, the account is deactivated.

Password lifetime (in months): determines the validity period of a password. At the
end of this period the password expires, and new password should be defined.
Password min length: determines the minimum size of a password.

Password max length: determines the maximum size of a password.

Password history: enables/ disables the password history functionality. In the case that
the functionality is enabled, once a password has expired for a specific user account
then the user must provide a new password that has never been used for the respective
user account. Password history mechanism automatically stores the date and time of
any changes that are performed for a user’s password, which is also used for checking
the date of expiration of the password.

' In case the administrator performs any changes to the password
. configuration, all user passwords will expire and all users will
need to change their passwords upon their next login.
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Figure 118: Configure passwords, uppercase/lowercase letters configuration
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Figure 119: Configure passwords, numbers, other characters and parameters
configuration
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2.22 Send Manual Notification
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Figure 120: Send manual notification menu option

The SA user can send manual notifications to specific users, to provider users, to PDE
users and to all provider administrators. Furthermore, the SA user can send a manual
notification to a combination of the aforementioned categories of users, by populating
at least all the mandatory fields and clicking on the “SEND NOTIFICATION” button.
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Figure 121: Send Manual Notification page

2.23 Categories Management
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Figure 122: Categories Management menu option

SA will be able to view the list (tree-format) of existing Categories, sub-categories and
items, create a new one, edit, de-activate or activate an existing one.
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Figure 123: View Categories Management root folder

For creating a new category, the SA will need to insert the following information
Enabled (YES/NO option)
Title
Description
Unique ID
Associated UN/SPSC codes
Prices (The user will be able to add additional “Prices” by clicking the “+” button and
completing the required fields. Existing prices details can be removed by clicking the
“-” button)

o Price value

o Description
Rates (The user will be able to add additional “Rates” by clicking the “+” button and
completing the required fields. Existing rates details can be removed by clicking the -
“ button)

o Rate value

o Description
e Specifications
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Figure 124: Add new Category
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User will be able to create sub-categories that are associated with a top-level category.

Example:

e Category Level 1: Vehicles
o Category Level 2: Two-door vehicle
o Category Level 2: Four-door vehicle
o Category Level 2: Five-door vehicle
For creating a new sub-category, the SA will need to insert the following information:

e Enabled (YES/NO option)
e Title
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Description
Unique ID
Associated UN/SPSC codes
Prices (The user will be able to add additional “Prices” by clicking the “+” button and
completing the required fields. Existing prices details can be removed by clicking the
“-” button)
o Price value
o Description
Rates (The user will be able to add additional “Rates” by clicking the “+” button and
completing the required fields. Existing rates details can be removed by clicking the “-
“ button)
o Rate value
o Description
@)
e Specifications
Add Category/ltem »

Parenl Calegory: bCategory

Typee
Enabled: *
Titha

Description

Unibquee 1D
UMESPFSEC Cosde: *

Prices
Rabes

Specifications
Figure 125: Add new Sub-Category

User will be able to create items that are associated with a category.
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Example:
e Category Level 1: Vehicles

o Category Level 2: Two-wheel vehicle

= Bicycle
= Motorcycle

o Category Level 2: Four-door vehicle

o Category Level 2: Five-door vehicle
For creating a new item, the SA will need to insert the following information:
Enabled (YES/NO option)
Title
Description
Unique ID
Associated UN/SPSC codes
Prices (The user will be able to add additional “Prices” by clicking the “+” button and
completing the required fields. Existing prices details can be removed by clicking the
“-* button)

o DPrice value

o Description
Rates (The user will be able to add additional “Rates” by clicking the “+” button and
completing the required fields. Existing rates details can be removed by clicking the “-
“ button)

o Ratevalue

o Description
e Specifications
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Figure 126: Add new Item for a Category

2.24 Manage Information Area

The SA can manage the content displayed in the information area of the system (Figure
128). In order to manage content of information which is displayed in the system the
SA selects the option “Manage Information Area” in the “Information” section:

PDEs/Providers =~ Administrators =  Administration ~ Reports = Manage information Area ~  e-Contracts

Information Area

Content Section:

Select Section w
@ Mo specific info category has been selacted
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Figure 127: Information panel, Manage Information Area
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Figure 128: Displayed information

New items in the information area are introduced by selecting the section of their
content and, then, the button “Add Item” (Figure 129). New items can be added in the
following sections:

News

Public Procurement Legislation

FAQ

Statistics

Relevant Links

User Guides

Calendar

User Manual

Legislation on Threshold
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Figure 129: Management of information area

In order to add a new item (e.g. “News”) the SA user provides its title and a
description. Furthermore, an optional attachment can be also provided. Selecting the
button “Upload” stores the new item in the system (Figure 130). The user may select
whether the added item will be visible to all users or only the PE users of the system.

Information Area

Content Section:

News v

NEWS

+ ADD ITEM

2 results in total. € < > »

Title == Description = = Date Uploaded = - Attachment « = PDE Only Actions
No ]
Yes ]

Figure 130: Upload a News item

After successful upload, the system lists all uploaded “News” items. The SA can add
new items by selecting the “Add Item” button and delete a selected item by using the
“Remove” button (Figure 131).
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Figure 131: Information area, list of news items
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